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On 15th of December, CS/QCERT organized and hosted the 2nd National Cyber Drill 
STAR-2 which is a cyber-security milestone at a regional level. 
 
This national level initiative is in full alignment with Qatar’s National Cyber Security 
Strategy 2nd objective (Conducting National Drills and Exercises). 
 
Entirely planned and executed by Cyber Security-QCERT division and driven by our 
constituency and stakeholders. STAR-2, which was concluded yesterday, featured 
more than 320 participants, representing more than 30 of the biggest organizations 
in the country from various critical sectors including (Finance, Telecommunication, 
Energy, Government, Transportation, Aviation and Health amongst others).  
 
 
Exercises such as STAR-2 are essential for increasing readiness and for promoting 
awareness, public confidence and highlighting areas for improvement. STAR-2 was 
unique as it featured nine “sector specific” scenarios that became “inter-connected” at 
various stages during the exercise. The exercise was designed to improve the nation’s 
readiness to address Cyber risks as one team. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

 

Objectives:  
 

 Exercise rapid response 
techniques and processes 

 Examine Business continuity 
and contingency processes 

 Improve situational awareness  

 Validates secure information 
sharing and reporting 
techniques 

 Test decision making and team 
coordination  

 Stress testing the participants 
capability to handle several 
concurrent events  

 
 
 
 
Participation:   
 
Participants included the National 
CERT team (Q-CERT), critical 
infrastructure organizations from 
Telco, Government, Energy, Finance, 

Aviation, Health and Transportation 
sectors as well as guests/observers. 
 
Scenario: 
 
Following a special video broadcast, 
170 executives and decision makers 
from Qatar’s biggest organizations 
convened together and had the chance 
to exercise their cyber security 
processes, national collaboration and 
resilience plans. 
 
At the same time, 150 engineers 
participating in 32 task forces and 
technical teams operating 
simultaneously from 32 locations 
across the country exercised 
responding to “near real life” 
simulated attacks, carefully designed 
to stress test the participating team’s 
technical capabilities.   
 
 
Note: The drill segment with 
simulated attacks took place in a 
controlled virtual environment.

 


